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Sensor Hacking (2016)

Far G
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Spoof the distance of the object.

«® [https://youtu.be/IBDSAmD_WRE]

Q.00 SPEED
O O Output 5y

. N
FALL DOWN i
SPOOFING ATTACK (ACOUSTIC NC ’

[https://youtu.be/mxHWATXu3K0]

Drone Hacking (2015)

oo~
folz) 45

' Target

Stationary + Drive-By Testing

-

Perturbed Stop Sign Under
Varying Distances/Angles

[Robust Physical-World Attacks on Deep
Learning Models:
https://arxiv.org/pdf/1707.08945.pdf]

Adversarial ML (2017)

[https://youtu.be/c1XyhReNcHY]

Tesla Hacking (2017)

3 ., Kyung Hee University
- - Mobile mbedded System Lab.



loT Gateway

Cvi G

Twavs

€3 Bluetoot,
@IigBee' R W e @
L ®, oy -
loT Edge Devic| we@ IoT 6Raﬁl " '

Network

Oof
U ou
H
o
m

O}
oM
Hl
ro
m
O}
ou
Kl
ro
|m
O}
ou
Hl
ro
|m

-

2
4G

Seryér Platform Usef & Application

SIZAZQIE SZ=Z0lE SZZOIE
Device Domain Network Domain Server Domain

User Domain

4 Ky ng Hee University
B B Mobile - mbedded System Lab.



3| : :

i 25 o clHiolA : 4

g OFA.liE *HFOHI \—f{\ - -:ﬁ\.-- 1I01 I I‘ I ._..uuuuuj .............. , A
H 2 - 2 ; . ¢ Ef MH|A
\\O\%f” IR S ;,_a~-_ § kT4 HES

: N e SR ~ i =]

H -

H P 4 :

: Ol |3 <. I g

: : = |0H”f ________—_—o— AﬂH\A B3| : { o —— —

5 - o2 HEHT MBI= S ; . o| %

: ~ T : H 1ol
-:.--- : IoT \ ZFOJ| EhAY
DETOTHT —— T Ty y L JIEHOLS TS

H —~ - — sy R Tt FITTTRRTTTAN

s - X Al _SSa o S==Q 5 ~
SR I8 #x| S s @Y S=~ap : A
;oIS HlHpol= 9% HojH 23

o
8

N
0 .
0 .
i .
H N e e A e AR R A A A R R R AR R R R RN A A A A A R R AR R R A A A R R AR A R A R R A A A A A AR A KA R A A A A AR AN AN AR A REAAARARSNANRENNERERRARANRN AR NN RR R R R RS

< Internet of Broken Things
= Open source H/W % S/W & & 7tsd SIH
= SAEZ/MH|29 &2 28 SO

[
> B2 247|532 SHoR Bt H{4H0| =5

5 Kyung Hee University
- - Mobile mbedded System Lab.



IoT CJHIO|A Y O1O] F OtA

o
ikl

A HW ALY IoT ClHIO|A R2| 6Z (1)
= Raspberry Pi 7|Et Smart Energy Meter 29| s Z
» S Z =l smart metering C|HO|A 0| SXt

Smart Energy Metering IoT Device

Raspberry Pi

o
User space o
=
’ R A, Service Ilapplication ‘ 0
OpenADR2.0b-VEN-Lib
Serial \ | r\\ ‘ HTTP Energy
Sensing > \ \ Linux <«—————» | Management

Periodic/on-demand Server

Module HESE System call interface | /_ (OpenADR VTN)

Devic
\ , édrlvers \ ‘,
i 1 \
i v v g
\A Peripheral Storage Network 2]
(UART, SPI, ...) iFi, Ethernet) %

» SEA O 2 (https://youtu.be/zmzIUV2CsLA)
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IoT CJHIO|A Y O1O] F OtA

o QEAMA HW ALY IoT ClHIO|A 2 o| s (2)
= Arduino 7|8t Smart Energy Meter 22| s &
» SflZ =l smart metering C|HO| A 9| S %t
= 7|E CiH| 80% HAE B M ARIZ MHO| HE

= C|HIO|A ResetO = Bzl HO] HIO|HE|= XXz EX

Smart Energy Metering IoT Device

Arduino

Firmware

Service Interface
OpenADR Protocol

Ox... FoD1 bne #-14
0x164A | Malicious binary |
o 0x... 014B  Idr r3, [pc, #4]
Sensing Periodic 7Y ___Periodic/on-demand _| Cloud
| < >
Module Raw(V, mA) Record Interface i Modified Power(mWw) Server

| Storage Library |

[Save or update] Ml:
+ RAM i

| Power(mW) Buffer |

» SPA O 2 (https://youtu.be/egZ9bOUYUcc)
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< IoT C|Hfo|A Heo| FF

jcrezce

FW update file

L 3
3101
38 02
S8 03
3704
38 05
S 06
37 07
34 08
3803
38 10
3un
19
18

7

| cigze 78

I HEZTM I I I I

| BAD | 1ac/1n FHBL7| | ipTIME AT04NS-BCM

| sz

|| Hac/1n THEE7
Balo + AP /Extender
E240|b/FE windows 1lac/11n SHHILE
E240|H/FE MaC 05 NAS 3 HEER|
Setols/RE Linux RUER

L4

| =y
ipTIME A8ns-hd -
IPTIME ATD4NS-BCM +
IpTIME ATHS
IPTIME ABDDAN S-M
ipTIME A8ns-h
IPTIME A3004M

e it
ipTIME 244471 2.26 2018-01-09
ipTIVE 11ac/11n USB R&#MIFLE MEDIATEK E2H0IH 2018-01-03
ipTIVE Bench v1,00 CHH 5 2828) 2017-12-26
ipDISK Drive 1.42 KA (NAS E200 Egh 2018-02-27
ipTIME 11ac/n USB S48 FHE REALTEK E2H0IH(NSU. A2000U. A2000UA. A3000U A 2017-12-08
ipTIME BHM 52 =20 2018-04-17
ipTIVME L% =20( 2016-12-28
Cloud 2 SEIZIE| Ver 1,14 (PC NASZH THs MY 28 2016-12-27
IpTIVE 228 ZAD| 1,12 2018-02-18
ipTIME 23801 ZE(0) 1,22 2018-02-18
ipTIME 11ac/n USB S48 ILE REALTEK E2t0IH 2014-08-11
ipTIME ATO4NS-BCM BRA0! KA 10.05.4 2018-04-10
ipTIME ATO4NS-BCM HRIH BT 10,08,2 2018-04-04
ipTIME ATO4NS-BCM TR0 KA 10.04.4 2018-02-19

E2]
48347
468746
33667
597225
55487
337485
1948135
182524
148101
214737
393686
317
183
435
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< ipTIME A1004ns
= MIPS

MT7610EN
WIFI single Chip

Flash
WINBOND

MT7530BU
128MB '

Ethernet

WISOC
(WIFI-SOC)
MT7620A

DRAM
128MB

1 O Kyung Hee University
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A2 1oT CIHIOIA 29| A

% ipTIME A1004ns
= MIPS 0x30040

ulmage
ulmage header

ulmage 64 byte

H
0x30000 Sa0SE

ipTIME Config.

0x20000
B B Image data
1F i
O0x1FC00 |=|_||'| 1= O-I (kernel + squashfs)
ISt
0x1F400 =
1] o
Heof
A
A0 E
0x15500 —LO|
or
AHAH Ol
O O X
- 0x00000
=
Root shell 2% =X
- C 0 © F2 a8 |]192.168.0.1/sess-bin/backdoor.cgi EHAN NS
HIY B 7 7.4
o= LRt Fri Apr 23 12:52:56 KST 2010

telnet daemon start

22 ZIM0IEE S TR71Y TYUMHS SIN0IEL £ USLICH
2P 19216801 - PuTTY ™ o ® 1. [ipTIMEZHOIA JH A BHHE CREESELICH

- . 2 [FMHEVHEESE FE £ ISEEHE TYHINYE HEELICH
A ROYOEIHES EELICE

[_zo=IL. | 2Iy0E |

9 At

o ZHOIEI AIEEE QRS H20] A SHELCH

o B 1HUIES JHMNES WA =T SIERAN NS0 282 = SEL0H
b

o CI2I0IEE BN HEW D2 7HS3H BE = Flsl
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Xiaomi O M| HX|

ASUS GT-A5300 Sony PS4 =X7|
AU MM —
ipTime A1004ns XBOX 360 Xiaomi 25 =4
IP 3771
LINKSYS WRT1900AC 3718387 BEEHE 0oHS SK +
Netgear R6220 roi=t Gateman THC|s Xiaomi Al AI| 7
Al 21]H
EasyN ES100V DJI Tello Amazon O 25 2M|CH
IP 72t FOSCAM EE SYMA X5C-1 Kakao MINI C
o E =
Xiaomi Xiaofang SYMA X8W El:::o}z Google =2tA
=gl -
NAS Synology DS218) ol Xl EHE BEAKR1601 AOFEE  Samsung Galaxy S9+
5 Eﬂé.*ﬁ Xiaomi Mi Box S INAVI QXD1500MINI EPSON M1120
LG VR6341LVM A IROAD T8 Z2IE|  HP Oficejet 8600 Plus
2EHAT
Xiaomi Mi Roborock FINEDRIVE Solid 500 Samsung SL-C1454N
LG 47LM6690 INAVI ST100 21 Ct PM-B540-W
AOLE TV Samsung H|a]A|o] ¥
UNEENUaG0TE kR SK LB-UH6CB ) Broadlink RM-MINI3
Anpe Aol Elo|
AN Nintendo Switch ~ol%| SK BDS301W Xiaomi O] X| Of
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HW 7X 2 SAHH 24

| CPUspec | maini2al | EA=2 -_

o 512MB 256MB Android
NAS & 512MB 16MB Linux
TV S92 & 8GB 2GB Linux
AY7| A 8GB HDD:500GB Windows/FreeBSD
AOIEE o 6GB 64GB Android
AOE TV e - - Linux
H|H|A|o] M = 128MB 16GB Windows
=Hata = 4GB 16GB Linux/RTOS
H| = 2 M E] = 2GB 32MB Linux
floj2{ & cldio| A = 512MB 16GB Android
IP 377 = 128MB 128MB Linux
IP 702} = 256MB 16MB Linux
BEREEAT = 1GB 2GB Linux/Baremetal
=zl £ 128MB 16MB Linux
Alo|Egl0] St 32KB 16MB Baremetal
3718%7| St 2MB 32KB Baremetal
coi=t St 16KB 128KB Baremetal
EE St 4KB 32KB Baremetal
St EAT 5t 20KB 2MB Baremetal
A St 32KB 2MB Baremetal
AOLIEALQ|X| of 50KB 2MB Baremetal
21 St 50KB 4MB Baremetal

- 15 -
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Insecure HW & SW Platform
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Secure Pi
(Secure Raspberry Pi)

SArduino
(Secure Arduino)

iS4IoT

(integrated Security for IoT device)

ARM orex

KHU-TEE
(ARM PSA TrustZone-m)

TPM

SE

-23-

Security SoC

TEE
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? Secure Key Storage & Management

Secure Boot

2 Secure Firmware Update

/ Remote Attestation

.. Secure Communication

£, Mandatory Access Control (MAC)
&% File(system) Integrity

£lo File(system) Encryption

- 24 - & Kyung Hee U

niversity
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Secure Pi: Secure Raspberry I?'-i_qﬁ_

< Linux 7|8} DALY COTS IoT C|HIO|A MEZ| EEHE
= Raspberry Pi + TPM
» Secure Key Storage & Management
Secure Boot
Secure Firmware Update
Remote Attestation
Secure Communication
Mandatory Access Control (MAC)
File(system) Integrity

vV v v v v v Vv

File(system) Encryption

SECURE

I
= A. O

(Secure Pi)

Insecure Raspberry Pi

- 25 - Kg ng Hee University

bile mbedded System Lab.



Ir

< Linux 7|9t DAIF COTS IoT C|HIO|A AZE| ESHE
= 33 O 2 (https://youtu.be/jgB50Kd6EME)

Bidraspharryyi /5 sedo rebast

Tha syotem i going down for raboet WN1 (KEyMAD) (Ved hug 17 B4'1
INIT: Sending prlinfe] Using makefile-style coscurrent boot in

ln m..n :h:l via any known method.
a details of our search

« | Stopping enhanced 93 yologd.
] Scntiguriog etk istarfacts dane.
] Deactivating wwap
4 | Unwousting Local 1.lumm done
infe] Will now restart
369,61241] reboot: Reatarting systes

| [ Secure Key Stoarge & Management | ]

[ Device Attestation |

Secure Boot
 Secure Boot | ﬁ [ Secure firmware update |

SELinux: Role-based Mandatory Access Control |
< lmnl LR

2| wﬂnh
< Stlinpuse 48 >

| user (user_ uuser_ruser t)
(sysadm_u: sysadm,_r; sysadm t)

[ TPM-based OpenssL | [ SELinux: Role-based Mandatory Access Contrl (RBAC) ] ™
} il [ TPM-based IMA/EVM | | TPM-based
< Secure Communication > —— l
< Mandatory Access Control > < File(system) Integrity > < File(system) Encryption >
- 26 - ., Kyung Hee University
Mobile mbedded System Lab.



SArduino: Secure Arduino

<+ RTOS/Firmware 7|9t XAl COTS IoT C|HIO|A AME| EEHE
= Arduino + SE
» Secure Key Storage & Management
» Secure Boot
» Secure Firmware Update
» Remote Attestation
>

Secure Communication

SECURE

I P =
= A O

(SArduino)

Insecure Arduino

27 Ky ng Hee University
- - Mobile mboddod System Lab.



< RTOS/E0] 7|8t XAl COTS IoT C|HIO|A AlZ| &l
= SPA O 2 (https://youtu.be/9TFOSKmWVKQ)

I]H:I

l [ SArduino (Secure Arduine) | I

< Secure Key Storage & Management >

P e O e i e
lﬁérnammnmsmiunm«i J.ig-g)g]

[ Secure Firmware Update ] i [ SSL-based secure communication |

< Secure firmware update > < Secure communication > < Remote Attestation >

28 ., Kyung Hee University
- - Mobile mbedded System Lab.



IS4I0T: integrated Security for IoT

< Integrated Security SoC 7|2 X{AlY COTS IoT C|H[O| X 42

= eWBM MS500 7|8t Axio Builder
Secure Key Storage & Management
Secure Boot

Secure Firmware Update

Remote Attestation

Secure Communication

>
>
>
>
>
» Lightweight Security Services

WAL Yedoivg G Y

HE
AT

Integrated Secure SoC 7|9 COTS IoT C|HIO|A AMz2| &8

Ky ng Hee University

- 29 - oS e 3.



< Integrated Security SoC 7|t XA} COTS IoT C|H[O|A EOF 3 F

= SG4 O 2 (https://youtu.be/DVEIU1W1BE4)

~F

[ Secure Key Storage - U dloje] ¢ 24y |

[ Secure boot ]

< Secure Key Storage & Management > < Secure boot >

[ Secure firmware u pdate | [ Remote attestation |

< Secure firmware update > < Secure communication > < Remote Attestation >

- 30 — Kyung Hee University
Mobile mbedded System Lab.



KHU-TEE

< ARM PSA 7|4t X Al% COTS IoT C|HIO|A HOt ESH=E
= ARM MPS2+ FPGA Prototyping Board (& Nuvoton)

Secure Key Storage & Management

Secure Boot

Secure Firmware Update

Secure Communication

Remote Attestation

vV v v v v Vv

Secure Storage & Crypto. Function

[ ARM MPS2+FPGA Prototyping Board ] [ Nuvoton ]

3 1 Kyung Hee University
- - Mobile mbedded System Lab.



KHU-TEE

< ARM PSA 7|4t XAl COTS IoT C|HIO|A HOF E3HE
» SE4 O 2 (https://youtu.be/V5UhR4eV7x0)

eFlash oy Platform prov. App. developer
nspe

Device Provisioning

‘ Secure Boot I { Secure Firmware Update

< Secure Key Storage & Management > < Secure boot > < Secure Firmware Update >

3 NSPE PN
|| ion-securey

eFlash
HEPE W

S— CI— —
Secure Communication Remote Attestation ‘ Crypto. & Secure Storage Function
< Secure communication > < Remote Attestation > < Crypto. & Secure Storage Function >
- 32 - ., Kyung Hee University
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< SCC System Architecture

Server side | Client side
SCC (Security Control Center) §
g - — N | Secure Pi
Web server Application server ;
. . P : SCM (Ssecurity Control Monitor)
: ; ront-en i
Security officer copp FW update 5 ‘ Secure storage Boot state
EIS N A : state
Web browser HTTP | » service SSL
| i ’ ‘ FW state ’ Attestation state
Back-end : ‘
. Login state ’ Comm. state
Node.js Attestation service ;
> 7y 5
JSON-WSP i
' 1
Database server o . i SArduino & iS4IoT
Monitoring service !
ServiceLogDB : SCM
devices_tb SSL ‘ Secure storage ’ Boot & FW state ’
ssL < > state
logs_tb < > Logging service ; i
Attestation state Comm. state
\ \_ / i

33 ., Kyung Hee University
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IoT OHIOIA W

Py,

)

/4 / (=)

! x{,r’fo o ;70/
_,-!_:-{-;'{.-ﬁi'f < O SN

Computer Engineering in KyungHee University
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KHU-FIDO Authenticator

< FIDO Architecture

User Device

Browser/App

FIDO Client

ASM
(Authenticator Specific Module)

Authenticator

= P=

Attestation Key Private Keys Biometric Data

4

Registration Server
Authentication
Server
Transaction
Deregistration 1
A\ 4
‘: FIDO Server
A
SE-based
KHU-FIDO Cryptographic A“l;tlle:ti:a:)r
Authenticator PO oY Attestation trust
— store
'{rﬁ A
"Q Update
FIDO Metadata Service
Certify Compliance
-35- o Kyuna Hee University



KHU-FIDO Authenticator

<+ SE-based architecture
= Option 1) SE + Fingerprint sensor
= Option 2) Arduino + SE + Fingerprint sensor

--------- RST

’ BT
| BEmNN

FIDO Client Host
(1) PC / Laptop

(2) RPi / Arduino
(3) Galaxy / Android

SE-based
KHU-FIDO
Authenticator

36 Kyung Hee University
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< PC(USB ¥Z4) 7/ €& d MH|A 2F
= PoC — "FIDO-WEB,

Button
OB YE WA

- A%} 2ol 9

Fingerprint Sensor

- X2 2& fX 2 o5z #et

"FIDO-WEB, Z& "FIDO-WEB, Al H4
YouTube Link: https://youtu.be/diEjkBIIGNs

37 Kyung Hee University
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< Standalone / 72! AMH|A ©I
= PoC — "SmartGate,
» AFEXIO X2 MEE 0|83l FIDO 215 ¢

» Manager Device= AtEXAt O| 0| ZehEl FEA| HA[X]E 2

2% 3:39 1 486¥ (E)

== LmartGate 283
ILogin Detected)|

= LCmartzate =

|Lugfn Deter:tedl

SUNGSU

Hinsiig

SmartGate

Manager Device

Raspberry Pi

FIDO Client

ol %
R/

) Tomca docker
FIDO Server

Fingerprint
Sensor

Arduino

EEER R

Buzzer

Sensor Sensor

Button

KHU-FIDO
Authenticator

"SmartGate; 915 A|AH! OI7|EHIN

- 38 -
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FIDO Application (3)

< Android / 28 MH|A QS
= PoC — "FIDO-Mobilebank
» HiKey960 AOSP OP-TEE2| Trusted Application O|&

HDMI Touchscreen HiKey960
] s Arduino

KHU-FIDO
Authenticator

Apache Fingerprint Sensor
Tomcat

FIDO Server

39 Kyung Hee University
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< AUTOSAR CSM(Crypto Service Manager)
= AUTOSAR BSW/(Basic SoftWare)A S0 £t &3t AHIA 2 &
= IR 22| 4E8X=2] ECU= CSMZ EXSHA| 2=

Microcontroller
Crypto HW *

40 Ky ng Hee University
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AUTOSAR CSM

< PoC Implementation based on HSM (Hardware Security Module)

= SE(Secure Element)-based AUTOSAR CSM

()

AUTOSAR
application

= TEE(ARM TrustZone)-based AUTOSAR CSM

)

ARM TZ Non-Secure
(AUTOSAR application)

= SE & TEE(ARM TrustZone)-based AUTOSAR CSM

)

ARM TZ Non-Secure
(AUTOSAR application)

-4 -

SE

ARM TZ
Secure

ARM TZ
Secure

e Secure algorithm (CSM)
e Crypto key

e Crypto algorithm

e Secure algorithm (CSM)
e Crypto key

e Crypto algorithm

e Algorithms that should not be exposed
e Crypto key

e Crypto algorithm

e Important algorithm

(must be protected from malware)

e Important data

(data that should not be exposed when runtime)

Kyung Hee University
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Blockchain IoT

< Architecture

Private Blockchain Blockchain Node HSM

== ==i|| Hyperledger Service Homomorphic Encryption

Node Attestation

Node Private key

HE Private key

[m——————

IoT dev Public key

10T Device HSM

Secure Boot
— Secure Transaction

IoT dev Private key

FW Public key

IoT dev FW hash

42 Kyung Hee University
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{j

o

< Architecture

IoT device

ASM

Security service

| Attestation I
App"C&tiOﬂS | Secure Firmware Update | Server
Security Agent SvID —
| e 7Y | | — | Applications
‘ Applicationl : \ | Authentication | | Applicationl |
‘ Application2 [ . . I Application2 l
= Basic service :
\ Replliedes : [ | Data protection |
: 5: Storage
0S / Firmware - | Key management | g
I/O Interface ?____':::jj:j:*__l‘l | OS / Firmware | = —
[ MCU Certificatessw Iy —
; | | | Toto | I Certificateserver
: | HSM(Hardware Security Module) > A5 I | e
-— e d PubK, )
e e
Sign, rik;
+ I i8N cere(Prikca) : : Signem(Prikis)
|

o e i V' s i i ' mm i ] ' mm' mm m
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< PoC on ipTIME
= QOverall architecture

[+

ol
ipTIME A1004ns

——Firmware update file download———»

»

Iptime update file server

«FW update & attestation—» «+—Attestation result report—

System Vulnerability
& Intrusion Detection

ASM server

Support crypto engine &
prevent key tampering

Infenion
Secure
Element(SE)

44 Kyung Hee University
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Firmware Security

Computer Engineering in KyungHee University
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LLVM J|Ht Baremetal Firmware &2 238

=

< EHo 5

= Obfuscation

Source code LLVM IR Instrumented IR Executable binary Obfuscated binary
Initialization module) Initialization module Initialization module
LLVM RCF module LLVM RCF module Encrypt RCF module
Front-end Module : : back-end : i return
compile instrumentation | =t nsirueton compile | Retinstructon instruction |- Bet instruction
RCF module RCF module RCF module
Ret. instruction Ret. instruction < Ref: instruction: -

_46 -
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\/
0’0

Ao =3t

= Execution

@ Decrypt return
instruction

Init. module

< @ Scanning RCF modules

RCF module

Ret. instruction -~

(@ Execution

RCF module -

Ret. instruction |

-47 -

Return Instruction Table

Index 0

Decrypted Ret.

Index 1

Decrypted Ret.

Index 2

Decrypted Ret.

Kyung Hee University
Mobil



LLVM-based Stack ASLR in Baremetal Firmware

LLVM compiler toolchain

Firmware
source 1.c
Firmware

—
source 2.c

clang
(emit llvm IR)

Firmware
source 1.1l

_, ( Firmware y | llvm-link |
source 2.1l (IR linker)
o

firmware
source.ll

-+

Assembled

Stack ASLR
enabled

firmware
source.ll

arm-none-eabi-gcc
linker

— (Firmware.elf ] —

,,,,,,,,,,,,,,,,,,,,,,, opt
IRpass1 | compile
source.c

IR pass 1
source.c

e
->:f_‘ IR pass 1

> IRpass2

arm-none-eabi-objcopy ‘ —

Stack ASLR
pass source.c

IR pass
stack ASLR),

_48 -
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Drone Security

Computer Engineering in KyungHee University

i, obile & Embedded System ‘ab.
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< NXP Hovergames

Accelerometer / Magnetometer

2TK/3

CANO, CAN1 Transceiver

I“.J‘

A7102

Secure Element

50 Kyung Hee University
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DJI Phantom 4 pro V2.0

Left side

Left back

Compass board

Left back

Left back

Left down

Vision camera

Right side

Right back

VPS sonar board

Right down

Vision camera

Proximity sensor board
Infrared emitter & sensor

Antenna board

Right back

Vision camera

Right back

Left front
Left front

Vision camera

Proximity sensor board
Infrared emitter & sensor

Flight controller board

Left front

Antenna board

L

Aircraft power port board

Right front
Right front

Vision camera

Right front

Gimbal power

Camera gimbal

SD PTZ board ‘

e E—

Camera encoder board

Camera sensor board

Gimbal master control board

I —

ST

Gimbal roll yaw
motor ESC board

4K Main camera

Roll Motor

Battery module board

o/

Compass board

State
indicator

1 GPS module board

-51 -
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< Syma X5C
= Layout

LED LED

Antenna

-

-
.

Flight control board

—]

\
J

LED LED

®

Camera board

52 Kyung Hee University
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< F|UH M EE| Fat

- Fz|o 27
» HW 8! sw &4
» HW 8! sw &4
< 18170f Clsl| c}32e| el = e
- 37
= O EE

= Reference
- F9 U8
» HE2

O—I—
'IT%I

[HAI-
)(| ~

O
EY
4 21t

Threat model

I I I I v
0

[ O OH Of O

vVVvyvvvyv

-h3 -
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>4 X|™ 2M (_’F_ 1787-|)
= Communication(WiFi Zg) 320| 59%=Z X 2 H S
= 2 SAY = U= GPSE 12%E AKX

= Drone/RC/Smartphone/Laptop/Server 2| Firmware/Application= 20%<& At
X|SHH M| O{HO| EfA gl 2 gake O|& £~ 98

AN O

L] Ad-hoc network,

L] Human, 2, 1%

& Application, 10, 6%

o Firmware,

24, 14% Communication,

70, 39%
Sensor, 5, 3%

j GPS, 22, 12% WiFi, 36, 20%
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2 A ALY 24

“ 34 9ell M (51787, =S 22 €Ell 174 F71 1797)
= Communication/GPS 52| Fabrication 3Z40| 31%Z X4 & HZ¢

- 37 WY 3 Y2 UER 24T W 9IS

E

Okl

Zd
3

ogt

HI
HH

L1 Mal i
alware, 9,5 2o BN engineering, 2, 1%

L] Frontdoor, 17, 10% [ . Jamming, 20, 11%

L] Password, 4, 2%
-l Deauthentication, 13, 7%

Ll Buffer overflow, 4, 2%

] Reverse engineering, 9, 5%

L1 Flooding, 9, 5%

Fabrication,
57, 32%

Ll Sniffing, 16, 9%

L] Replay, 5, 3%

Modification, 14, 8%
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<+ Drone

Actuator module

Jamming Driver )
Flooding

Fabrication il I e
Deauthentication
Modification Robot arm Camera

Frontdoor i
I

GPS module

Fabrication
Jamming

GPS Receiver

_ Sniffing 3R Cargo etc..

Sensor module

( _ mibEEL
~ Fabrication
""""""""" Jamming

IMU Distance

Yi[e]e S O
Buffer overflow
" Reverse engineering
( Password
W EWELE

IPC

Ny

Optical flow Barometer etc..

56 Kyung Hee University
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\/
0‘0

Reverse engineering Malware
Modification Fabrication

Smartphone

Backdoor

Frontdoor
Password
Malware

Human

Frontdoor
Modification

57 ., Kyung Hee University
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<~ SW X FUH | S7|=: SoK

GPS module Communication module Actuator module

IDS
Nonce Driver
Time interval check Seq. number :

Signal strength monitoring Timestamp check
Discontinuous detection Secure password |
Cross verification Authentication !
Monitoring satellite signals Integrity check Robot arm Camera |
Time comparison Encryption / :
- |
|

|

e e e e o o e e e e e e e e e s e

Heartbeat . Cargo etc..
WPA3 :

Sensor module Firmware

Secure boot
Remote attestation
Secure firmware update
HW & OS support for CFI
Firmware obfuscation
Secure coding
PO w, -
attitu_de
estimator

Discontinuity detection
Signal strength monitoring
Cross verification

Optical flow Barometer

5 8 Kyung Hee University
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Automotive Security

Computer Engineering in KyungHee University
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s ek 9% =5 Het 71&
— ECU Az E{o] 4% ECU ¥ Ay oy — AlFFo] BLE AjFto] ZeiA], HA o
Az |~ ECU HAlol 37 2 f/HE — o &2|Alo]d MevrA EHE 7HYE
e EHDE — 94 ECU Ak2k A |- HSM(Hardware Security Module)
= " = IVI(In=Vehicle Infotainment) 37, o4 7Y SHE |- FAE 93
AntE MA a2l A (Egpely AT ajnl) HolF |- Autosar CSM(Cryptographic Security
— abgF YU EQ 0] ofelz]el Alo] tAlA] =¢ Manager), SecOC(Secure Onboard Com—
2= AAdEd YFRHEYA (il 4, AHA, munication)
HEHZ| 9=z A4 5), = — Y FA AAH(IDS), A LI (F/W)
— DoS, d&do], 253, w7l 57| 34 A AY WA AXHIPS)
— 24 EA9 7). DoS 22 HEYA |- ECU ¢, 7], ¢23t
gyr. |~ #1% OBU(Onboard Unit), RSU(Road Side Unit) Bel |- $1¥e*l(Rule-Based, Machine Learning—
e %14 50 oteol A ¢ A= Misbehavior Vehicle) Based)
= — AA AE(Fake message) Al |- V2X HAlR] ¢lF, d=Et
- 2 & 717] 87 HEY |- AF PKI, V2X YAJA] AE(4) 15
v |- ZerelsIA] sl OBDII #474 Hol |- IEEE 1609,2, CAMP VSC3
29 | ad o= @ 1g s2E3 o7 T wel muEY, Bel Aop) B2
A9 1 sigol ofat Auelel £4/27 BaEel odle Heh |- A% o 4AE WA B9 BA
e, |- 93 SW/FW B HdlolE
A |- J2735 7)89F ®ekd H7t

=4 5 AT 90 BY 7%
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< System Architecture

Diﬂgnnsm: Q
Interface -
—— ¥
i

Instrument ¥
'Iﬂluster- h OSRC 45 LTE i e i o B i g
— {a
[ = I |
tA = =
Powertrain @ __

oc +@ U g
" ad Central Connectivity {a
4 Gateway Gataway =

| | Chassls @ : s

oc  +@ @ PR
P (e
+1a +@ % @ =

| | Body (@ - . Tabler
‘e 3
= # ﬂ " Smorts
# E phane
| | |. apas @ ¢'5"'H'-!"’-'

pc fM Charging
HSM % Maonitoring / Logging . Secure On Boord Com.
Vehicle Kay ] Firewall . Secure Off Boord Com
Management ? .
Secure Flash/Boot @ Intrusion Detection / Prevention @ ﬁx‘uthentic S

Time Manager
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System Security

< Secure Boot < HSM-based

- HYYO| FE2E BS = TPM (Trusted Platform Module)

» http://trustedcomputinggroup.org

< Secure Firmware Update = SE (Secure Element)

AT AS » http://globalplatform.org

= ARM TrustZone

< Secure Communication > ARM TrustZone-A

= 4SS [ O|E M » ARM PSA (TrustZone-M)

= Security SoC

*

“ Secure Storage
= 7|5 Zgot MjolH 2ot K&

4

<+ Secure Attestation

« Ao SEf EF

62 Kyung Hee University
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Network Security

<+ In-vehicle / External / V2x communication
< Sensor & Actuator Network for autonomous vehicles

Telematics = Head Unit Chassis
(AVN/IVI) Control
Bluetooth =
Wi-Fi - I
TS 1 Extgrnal Internal Body
Gatpway Gateway Control
SD/USB =
OBD a—
Powertrain
PLC 1 ADAS Control

< External communications on Vehicle X Internal communications on In-Vehicle >

63 Kyung Hee University
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How to Secure Automotive Ethel_‘n_'

Introduction and motivation escrypt
lrenas in Bk architecture LECLRITY. TRIPST. SUCTESE
i i
i el®
" _ 0
Sy "
- - "B ka1
Yesterday Tomorrow
» Manv small ECU' = Use of 3 central Gateway | ® E/E Architecture with support | ® 4sing ring based '_li:"lWUlP-
perfgrming a specific far chES:-dcmainJ 4 of security features Lo achieve redundancy
function cammunication » Application of service oriented | ® Introduction of vehicle
" S,ignE” based = SEEU['iw introduction commumcation an:d |'-'||gh LU‘E“[JL“.E[E [IJSIF‘IQ SECLIrIt'f
communication with CANM firewall and performance ECUs E:?%r:?neadﬂth
5ecOC eftc. = Still cyclic messages being MiCTOProCassors)
used

S|S0 & InfaiEscryntoam

lnlw H-EITEUUDIE I'.Fn__rl:n. tl| SIHH:.FﬂEilﬂ'di it peirted. this -d;:-:r..u'ﬁr.nr I5 ap uRconiralied copy
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IDS & Surveillance

< IDS < Surveillance (£t 2H|)
= N-IDS (Network IDS) = STIX/TAXII
= H-IDS (Host IDS) = 2N A|AEIZES HE

aration - Auto-1SAC
NSRS,  Shaing d 1CS-CERT
Report = Analyze ~Monitor DB & [T MITRE CVE
o il Private Repo
Ete.
+ Structured Threat Event ﬁ .
Format (vehide-sTX) | . ) ...
- Eu:hung[fhm:d ! rearnaees Standardized Security
(TAXI) Threat Event  Mgmt/Update _ | Threat Information
+ Relayed Secure .~ Collection / Sharing
Information Sharing

Access / Attack

Sr—

Ethernﬁ ' CAN Attacker
IwHIDS Block
Attacks
Body Multi. Etc.

P/T Chassis

_@_ . TLS/DTLS
« IwHIDS
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Intrusion Detection System
Full system overview

Cyber Defense Center

Monitoring & Analysis

SIEM
Event Database

PLib

Analysis Framewark ‘I.lll‘.‘lll-lIII-.l:llll.lIllII-I

« | 3
’ *
4
> B o+

%@ Connected

Fleet

(®) (@)

escrypt

SECURITY. TRUST. SUCCESS.

Attack: Misuse of 0-day exploit in web

browser

Security is not absolute: The OEM's secure
flashing implementation was vulnerable and the
attacker was able to flash and run arbitrary code,
e.qg., in order to send malicious signals.

Firewall: The filtering mechanisms blocks
illegitimate signals, e.g, from an invalid
source, and infarms the IDS. The attacker is
not able to control other ECUs.

Intrusion Detection: The in-vehicle IDPS
solution detects the anomaly (i.e., potential
attack) on the in-vehicle network, it creates
and sends an Intrusion Detection Report

Monitoring & Analysis: The IDPS backend
collects all anomaly reports from the vehicle
fleet and enables security analysts and
forensic specialist to analyze the attack and
identify the vulnerability

Intrusion Prevention: A security update
to remedy the vulnerability will be deployed
to the entire vehicle fleet

2/19/2020 Fi info@escrypt.com

Ident: 30TEOODI3 | Version: 11 | State: released | If printed, this decument is an uncentrolled copy.
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Attack & Malware

In-Vehicle Network Attack
(DEFCON, SBS), 2015

WO~ 71710 FopH B
ojge 27| 27

SW Fault Accident
(CNN), 2018

ey S35
Gl | DEADLY CRASH WITH SELF DRAING UGER | __“!"
L

26 XHEEA Kol
HEHX} AFOEALGD

Sensor Jamming Sensor Fault Accident Sensor Spoofing
USENIX Security), 2015
( ty) (ABC News), 2016 (DEFCON), 2017

TELSA #&Fo

ijsko| 7 | & 2l01CH diA
v y
Sensor Fault Accident
(ABC News), 2018 Sensor Fault Accident,
2019

-—
T REea | TESLA Xi2E0] 7Huj2Ha A
AT mEAD LEFo2 oI5k AFTAID

I r

- 67 - L



http://mesl.khu.ac.kr
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