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ABSTRACT

In order to solve the increasing security problems, IDSs(Intrusion Detection System) have appeared. However,
local IDSs have a limit to detect various intrusions in a large-scale network environment. So there are a lot of
researches in progress which organize the elements of IDS in a distributed or hierarchical manner. In this paper,
we design a integrated IDS which exchanges messages between them through the standardized message format
(IDMEF) and communication protocol (IDXP). We also propose a policy profile for an effective control of IDSs,
and employ the PKI mechanism for mutual authentication. We implement a prototype system for the proposed
IDSs communicating with Snort and analyze its performance.
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