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2.1 Remote Attestation

Remote Attestation® &dA3E &2  ServerOilM
Clientel odIEHNH %L AZEYNH FHE2 Sodle=
SEI0ICH?2]. Remote Attestation® SHse JA
Al A El(Server) Ol CtE2  AIAE(Client)2l ZHE
ZLH0 Oist dlzg =2 ZIE 2= YA ots=
AOICH.  Oleist Remote Attestation® HN&s loT
ClHIOIAOM S256t= SMART[3]JF QUCH SMART=
H2el 2el L= 2SS J|Is0l 8=  Low-end
Microcontroller0fl A ANZoIE= = UL,
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SMARTE  Verifier(Server) 2t Prover(Client)2 24 &l 0f LATEYN 2ot SRHEEQ 828 3=ot2A 6
USO  Verifierdt ZZolA X sl D=9 FHEE 2ot HHME 2E Bor Jlss stEfEce=z
Prover2 H®NYSOZM  AIEZO, Verifierd 2ZAS et 2o S22 MWLESRULH e 2ot & = SE=
QES LS Prover= A3 A2 MHSICH S e G2l 22 S32 20 HAY dulola os2
Prover MIZUAOMNA Data Memory Spacell ©Ot&St MZBotyl, JHelEE & OOIHE E=ot)l {8 &d53t
AN &A= Protected KeyE 0|20t MAE Jls2 M350, £530 AI2Ses 2535 Il= 2ot
HMAC gt0l0, dd& HE gt2 VerifierilH M EICH & UW=Ru FEs" orFEE HEAN BRSO
Verifier=e M8 AF ¢S Sl ProverE ZSEHCL ATEAN DIl AN ZZ)BOZLH ESols
otAI2t  SMART= HMACZ2  M45t=0 EZRst Jls& HM3Bs&tCHb5]. E£&, & W80l JavaCard OS%
Protected KeyJt CIBIOIA WEW MEZON YO 22 EAHMIE EMEOH U JIE AIAEWD
22 X0 2l Protected Keydl €xlE £ e S&ot)l &1, AAES IALEN 2 & LR
FotH 0l =XSICE. Protected Keydt €3F&ese &ESR HEHQl 2ot E2HEE T2 ) HY & %= Ul=
32 X= MAs loT CIBIOIAS HMAC 22 M&E = &0l UL

A20, OIE VerifierlH MEGHH BHEE HAS loT

CIEIOIADE dB&lE FHAFO| LMer =~ AT 3. Motat= AlAE

2.2 OpenSSL Hetst=  AlAEe  F&=2 OsSw 20 3A

Verifier? Prover2 IAHEZD0H Prover= AP SEZ
SSL2 Secure Socket Layer2l <2fXIZ NetscapeWl A A= APE MAs loT CIHIOIAE LIEHLHO, SE=
HgE 2 E20[CH S CIEY! AFZ2XS0IH CrA st 230 M AMz=8t StE0 2ot S UEIHCH Hotets

el d2E wEol)| figt B2E Z2EESZ AFEEO NABEZ2 Osi €2 sH NE =0 2H
2

H> o

He 220 AHAo AFEZ D UCH SSLE Crakst Verifierdb Prover2 &35 3t QR/EE2 MESiCh RES
SqE=Z2 A L3535 JIH=2S ArEdH MHAH Z=0A g2 Prover= AP2| Application @<= dH#lat], ol
AMNELE HER29 2535t JIHsEs XFE &= UL 22 SEZR MYSHCH SE= MZWEUM MAE Private

SSL2 A 3t Jlss HMBotH, SIHEO

, A= KeyE 0|25t ®™L22  Application dli#lgtsS
OLE{ Yl & 0fl A QU= EiZ & 9| Jldds Aol MY S Verifier2 MEsHCH DXz
SHASCH4]. Verifier=e MYY2 AY s ZSoll oy ZUE

AMZEXIL IS Web SiteE 2ISsHLE. =, AFE Xt 3.1 Prover
QIR Ll WAL QY ATESE MEE &R
0l23dt= Web Sitedt &AHZ Al2g = U= 2HOIL Prover= AP% SEZ RHECH MAs loT ClHOIAQI
AESO & MBOIXIE 21&dt= AH0ICh AP= Verifieret ot&8H HIOIE wWEt2 <foi SSL
ctolEeiel, 843 3t M= ol Hash Function, APE
dlolg J1¢4 SIS {8t AP 1Rl 2tel Device IDIF ol &
HdEE= OOIHI &0 SZ2Itdl 2o EH=EAX g2 I UACH 0148 AP= [O" 1]0 &2
dsS= BESEH SSL2 OEt a3 2ess =MZ S&SCH M, Verifier2t ot&SH HI0IH wWES
MESIH CHYWE Sdi dEDHe IS ArAQl fol SSL=2 01&ot AHEE2 HHSCH HM&E AZ0|
HdE2E ARERHO SYHEQ HEZRH Y= 22 ™ Verifier= Prover®iHl 23 & &dY 23F
HAIKIE HMEET Y HAIXNIE S22 AP=
diole 224 Hash Function® Soll Application =S i+l StHCF
MNEXS BeMzRH & AWK &EdEse Sot Application offi#l gt dll+lE Device ID =tk &M
HOIEHIt &30 S=ZI2t0l 2ol SHIEX LE= SEZ HYEICt SEE Private KeyE JHAL2 UA2H
S &St MY KeyE Soll MLE ol gt=2 MYSICH MHEE
U2 APZ MY, AP= CHAl Verifier2 & ESHCE
2.3 SE (Secure Element) Ol 22 Verifier2 2 23 Z20E 2 D0 Y
21 gt=2 0216l Application2 A& L= BlockdhAHl
ot 2 Bt oz NAHs PC =ICH

(@)
AS0l UCH 0l st 3.2 Verifier
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Prover

AP

Connect Verifier to SSL

!

Generate H{Application)

SE

Receive H{Application)
] + H{Device ID) fram AP

'

Generate

+ H{Device ID) to SE

[ |
| |
[ Send H{Appiication) ]
[ Receive a Signature from SE ]-l

Sign(Privkey<e, H{Application)
¢ + H{Device ID))
[ Send a Signature to Verifier l l
¢ | Send a Signature to AP
[ Receive result from Verifier ]
¥
Execute Block
Application Application
[2& 1] Prover &8 =A
Verifier= Proverdt &dZol=s ZZE %8 HSBot=
Ae=S ol Prover2tel OH&EH HIOIH wEsS ok
ME%t= SSL clolEdel, RMMELE HS IS
H-ot)l o ER8 AP2l Application Firmware %

Hash Function, oii#l= AP2l Device ID, OIXI&So =z

HEEHEeE NBE B = =Z23tot)| flol MEE=

SES| Public KeyE JtAlL2 QUCH 0lef8t Verifier=
(08 2] 22 =AMZ SZ&C. M, Provert
OtMSH HIOIH wets <ol SSLE 0IEstd M&ES
HZSHCH M&E HZO0l 2FEH Verifier= Provertil Al
48 2t MY RF HAMXNE sttt 0lF Provers
A3 HES MHotn MYE g2 Verifierg NMESHCH
S S HLEE2 Verifiere JHALD Ys AP2
Application FirmwareE ofl# StCt. 0lF dEY &2
NYE Z2E g2 SEQ Public KeyE 0I5+
SSeetth =53 & EE 3t JtKD A= di4lE
Application Firmware gttt oii41= AP2| Device IDE
0183t &Sstht. X ez HAS Z20 g2
Prover& ™Y &tCY.

3.3 AlLt2I2

Metote AlAEES S8 Remote Attestation2 Soll

JIZ& Remote Attestation? FAE = M = UCH

MM, MAEs loT ClHIOIASl HZ 22l HMAC =2
MHSt=0 A2 &= Protected Keye= loT ClHIOIA
LHEW MEZNH AN BAXNZLHO /A8 &5He=
ForEO0l UCH 0lst FHUEES2 Hotots AIAES
SEO0l Protected KeyE MNEESZMN OFESH Key

MES & £ QU0 E£8F HMACS olst 2 2 U4l
Private KeyE S8t AZ gt M& Al AP2| Device IDE
20| MEE2SZM ProvertilAl gt01 MAEZAC=E HE
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Verifier

| Connect Prover to SSL |

v

|Request a signature from the Prover for verification |

v

| Receive a Signature from Prover |

v

| Generate H(Application Firmware) |

v

| Verify a Signature |

v

| Send result to Prover |

[O& 2] Verifier &8 =A
Z=9E 2 QI 2T o MZNES =2 £ Q[
4. 28 L 5 } &
2 =20Mdse N&s loT CIHIOIAONAS Remote
Attestation &0l OIoH HAISIILCEH. HAISts 2ot

MAES loT CIHIOIAN oBI=ERI0 2ot &ol SEE
& =50 Remote AttestationfilM AIEE= HE g2
MAHSt=0 MEXE Keys OHEGHH B2RASOZM
Botd g 23totl), HAs loT CIBIOIAE 22 Ml

Verifier2 28 ASEESO2M XN&s loT ClHiolA 9

AL2I20IM M=8thtet 20l
0l=Z0t0
MNds

ULH. &= HEe=z=
Protected KeyE
MEE et MY¥E2 0l835tH
loT ClEIOlASl SEHE HSEHL
2 128
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